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Lecture - 44
IEEE 802.15.4e — 02

Folks welcome back. We did look at few wireless technologies particularly we looked
at the IEEE 802.15.4 basically the MAC and PHY which is defined by the IEEE and a
stack which is built on top which is typically the ZigBee stack and applications can
use the ZigBee API and then start you know using building applications using the this

particular radio.

Now the design aspect actually comes by looking at why should I choose this
particular radio as against another radio, right? And if you recall, we showed about
the picture about the SOC.
(Refer Slide Time: 01:12)
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If you look at the SOC that we know very well now we have the microcontroller and
then you have the radio. I will remove the remaining parts for the moment okay, I
have not put that. You have ADC and you have GPIO, these are all the GPIO ports.
We can quickly write them though and this is the SRAM. Then you have Flash. Then
you have power supply. We can put here LDO.



You can put DC-DC. So I will call this the power supply block. Then you have the
oscillator block. This can be either internal or it can be crystal or it can be completely
external from the board, any one of them, so okay. So all of them are connected and
so on. Now this radio here whatever gets integrated into an SOC typically are you can
either have Bluetooth Low Energy radio or it can be ZigBee and sometimes it can also

be Wi-Fi which is embedded inside the system.

Now question is when to use these, it has always occurred to you. Well, you can look
up several pieces of literature to find out that. But at the same time I am interested in
telling you within ZigBee itself there are several standards, okay. There are several
versions of ZigBee what is called the MAC behavior. The MAC behaviors actually

hold the key to using ZigBee in the most effective manner.

So the choice really is here, what type should I choose and this is just an example,
right? One is broadly you can go between Bluetooth ZigBee and Wi-Fi because of its
capability in terms of range, okay. And this has huge advantage of low power,
extreme low power. This is also low power, low power and this is not so not low

power and immune to noise, noise. This is very critical of ZigBee.

Well BLE is not all that agile to noise, but of course it is also providing you certain
features like channel hopping and so on. And ZigBee by the way also has introduced
channel hopping I will come to that very soon. And this offers you higher data rate
though; 1 Mbps, 2 Mbps and so on, much greater than even 2 Mbps nowadays. But

ZigBee says | will not give you anything greater than 250 kilobits per second.

Wi-Fi Of course gives you a much higher data rates, higher data rates and higher
power consumption so on. Now there is a certain flavor for [oT where you have to
understand the commercial IoT versus the industrial I[oT, okay. Now that
differentiation comes in the following way.

(Refer Slide Time: 04:49)



Basics: Commercial = loT Vs Industrial = loT

* ¢-loT - Air quality, Fitness band, Pedometer- Attempts to improve
quality of life; save time and money!

* i-loT - integrates operational technology (OT); monitor machine

status& health, and information technology(IT) — track usage

* Smart machines, networked sensors, and data analytics can improve business-
to-business services

* Machine-to-machine interactions: - process monitoring, vehicle fleet tracking,
among others),

* Self organized system, with a distributed control (i.e., autonomic industrial
plants)

If you look at the commercial IoT, we look at stuff like air quality that you want to
measure, the fitness band that you know very well, the pedometer applications, which
essentially do step counting. All of them essentially are revolving around how to
improve quality of life. How do you save time and how do you save money and so on.

This is mostly human centered and something that will benefit humans.

Even if it is automated, it is mostly to benefit the humans. The industrial IoT is mostly
to benefit manufacturing. As you can see here, this is about integration of OT, which
is the operational technology basically monitor in a high level view, you can say it is
monitoring the machine status and health when you talk about the OT, and the IT part,
which is the information technology part essentially tracking the usage of these

systems of this equipment and so on.

So essentially, it is industrial IoT is essentially bridging the two. It is combining both
the OT and the IT part and providing you smart machines, network sensors, analytics
and all that which are because of this merged behavior, merging integration of these

two technologies, you make machines smarter by using network sensors.

You can collect lot of data, perform data analytics, so that it can improve the

business-to-business service and so on, right? You can also do machine-to-machine



interaction. Process monitoring for instance is a very good example. Vehicle tree, fleet

tracking and so many other related applications are there.

Good thing about the industrial part is that they are self-organized systems with
distributed control, essentially autonomic industrial plants form the networks which
are used there are essentially self-organized systems with all this control built into the
networking infrastructure right then and there. So the requirements for

communication are completely different folks.

Here is where the design comes in. If you are looking for very low latency, throughput
and all that, which may be required for the industrial environments, then you may
have to look at IIoT technologies right, whatever is most suited for IloT
communication. If it is for air quality and let us say the pedometer kind of
applications, which humans are involved, then it may be a different requirement in

terms of quality of service.

The commercial IoT communications are typically machine-to-user. As I mentioned,
it is user centric. Of course, there is client server interaction, but by and large it is out
there where you are interested in battery life, low power, ease of installation, cost and
all that. The industrial IoT is not like that. It is trying to look at timeliness which is

very critical.

Reliability, because if you have a problem with the process plant and if there is an
error in the process plant you want everything to be detected in high speed and ensure
that you do not waste resources by moving on with the process the in the you know
assembly chain or even the manufacturing chain. So these things have to be monitored

in real time, okay.

So that essentially means that those sensors that are applied there have a different
criteria in terms of reliability, in terms of quality of service and so on. And therefore,
the communication network there also has to be very different. You must be able to go

beyond just the, not just meeting the stringent deadlines, but you may also have to be



robust to packet losses and you must be safe and resilient to any damages that might
occur or any vandalism that might occur to these systems accidentally.

(Refer Slide Time: 08:47)
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Which clearly indicates that the requirements for latency and jitter are completely
different.
(Refer Slide Time: 08:57)
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Supposing you have one packet This is packet 1, which requires a certain amount of
latency between let us say, first let me put the abstraction. This is node A. This is node
B let us say. And then there is a packet which starts from here and reaches here and
then maybe there is a acknowledgment back from here, but for the moment let us just

see one direction, okay.



Now A to B essentially has there is a link between the two, right? There is a link here
and there is a link latency. And you need to measure this link latency. I will show you
what exactly this jitter means when we talk about latency. See latency is let us say
first packet comes here and exactly after some time, the second packet should come

and exactly after that the third packet should come and so on.

It turns out that because of network, okay this is not even. So let me bring it maybe a
bit closer so that it gives you a feeling that they are even. It is possible though that one
packet might come here, okay. So you can see the spacing is not uniform. It is also
possible that a packet can come here, which means again this spacing is not uniform,

okay.

So essentially we are looking at what is the average, what is the average delay and
how much is tolerated in terms of variance in the delay, okay. So essentially how do
you calculate that? Take the average delay, which is let us say x bar okay and take
every sample 1, 2, 3,4, 5, 6 and so on you keep getting. You take the sample here, this

is x 1. So you take x 1.

You would have a priorly calculated the delay, the average delay which is x bar. So
you take the square of it. You divide by n - 1 and you sum it over all the samples. So
essentially you can put a summation here, okay. This is your jitter calculation, okay.
This is just for, just let me put it as this okay. In fact you should be using small x. So

let me be precise and put a small x.

So basically you can be talking about sample variance. This is actually sample
variance. You will also have population variance. And in population variance, you
will be using N instead of, you will be using N here in the Dr in the denominator. N in

the denominator but N — 1 in the case of sample variance.

Anyway, so just to tell you that the jitter here, you can see in this picture here is less

than 2 milliseconds if you are talking about medical applications. Remember 1 was



telling you about tactile CPS right in the first class. You can see the kind of jitter that
is expected. And depending on what type of medical surgeries systems you are
building with haptic and all that QoS requirements for that specific application can be

as low as 10 to a maximum of 10 milliseconds.

So you can see average, these are all average numbers, what you see here is average.
But if you go down a little bit to the automotive applications, you will see that things
are in microseconds not even in milli. Jitter has to be almost in very close to
microseconds and this is a very important requirement. Now do wireless technologies

that we are discussing actually support this is the question.

That is the link to what I was trying to tell you. Now, so you need as we discussed
here, we need reliability. We need reliability and we also need latency control, latency
control right? I will simply say latency control, which essentially means average
latency and also the jitter associated with the latency. Both should be under, well

under control.

Otherwise you cannot really call it, you cannot use the technology for any industrial
applications, okay. Now having, okay I will not go into this detail, but if you want to
support anything like that folks, there is only one way you have to examine the,

examine and evaluate the wireless technologies for your application; very important.

Now you must first of all be aware what is out there so that you can start evaluating
them, right. So that is another important requirement for you.

(Refer Slide Time: 14:39)
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So to do that, I will introduce you to one more MAC behavior standard MAC
behavior standard, okay. And that MAC behavior standard is the IEEE 802.15.4
which we know well e-TSCH. There is a reason why I am writing it this way. This is
called time synchronized channel hopping; very well suited for industrial applications,

okay. Now you have to be very careful when you talk about industrial applications.

You can be talking about deterministic latency or you can say low latency. Which one
of them is 15.4e? Well it is deterministic. What does it mean? It means you will get
latency all right, but it will always be something that is hard. You know it, a priori you
know that latency. Then it is called deterministic latency. That means you can, you are
able to determine the latency and you are very sure that the wireless technology will

give you that.

Now that kind of latency may not be suitable in several situations, let me give you one
instance. Take the case of fire. Take the case of fire in a room. God forbid, but there is
fire. That fire detect, let us say you have, you deploy a technology which is
deterministic. That means that sensor which is connected to this deterministic network

will come, will be given opportunity to transmit every one second let us say.

Because that is fixed, it is deterministic. So what is the latency? Latency is under

control. Latency may not be suitable for this application, but it is under control. Every



one second for sure you will get access to that fire detection sensor. One second is like
1000 milliseconds, please note. It is in fact it is 1000 milliseconds. Let us say the, so

you have one second. You can get the data from the fire detection sensor.

But you need only I think it is around 150 milliseconds for humans to catch fire and
also reach third degree burns. Third degree burns can actually happen in 150
milliseconds. So if you say I have a deterministic wireless network which can do fire
detection, this is not going to work at all folks, right? You need low latency. You need

a MAC behavior.

You need a media access control behavior where the application gets low latency.
That means lower than some number and in this case, it is lower than has to be much
lower than 150 milliseconds. If you have to target 150 milliseconds latency, the whole
system should perhaps from detection to transmission to the actuation, from detection

to communication to actuation should be less than 150 milliseconds.

Now if your detection is good, but your communication comes every one second is no
good, right? So that is what we are trying to say. So if you have to meet this hard
deadline, you need a media access control, medium access control which will give

you low latency. And that is what we are to, our target is indeed.

So let us see while we do not have time to really look at the low latency part, I can
excite you on the deterministic latency part and essentially the 15.4e TSCH standard,
which is a very important thing not suitable for fire detection if you are doing one
second. But if you are doing fire detection every 50 milliseconds but still using 15.4e

then it is okay, you do not have to worry about it.

So how you plan the 15.4e systems to meet application requirements which are the
fire detection kind of systems is where the real design of the IoT node, the design of
the radio choice and so on actually start playing an important role. So let us get into
the details. Let us get into the details of IEEE 802.15.4e-TSCH, time synchronized
channel hopping. Great.



(Refer Slide Time: 21:05)
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Abstract—Tha sdvancemants in infeemation and cermminication soh-
nology in the past dacadas haws baen canverging ina & naw cammuri-
catian pamdigm i which searything is expaciad t be infercannaciad
The Intermet of Things JoT), mors than & buzawerd, is bacoming &
realty. and is finding its waiy inta 1ha inchustrial comair, anabling what
5 now dubbed a5 tha Indusiry 4.0, Am
help in anabiing Indusiry 4.0, the [EEE 201
requiraments such a5 incraasad raky
stanard seams nemmising

Cloud technologies ko the factory floor. Although there ara
several 10T enabling aschitectures [5], [7], [5] that can help
in achieving an energy efficient industrial communications,
the communication requirements of hese time ceitical pro-
cessers demand improved Quall et (o) in berms of

So for that let me direct you to this nice paper which I was reading and this paper is
about IEEE 802.15.4 in a Nutshell: Survey and Performance Evaluation. So I am sure
by reading this paper you will be excited to understand what I was trying to get at

when you want to choose a technology for your wireless technology for your

application.

(Refer Slide Time:

21:33)

RYTT I T—

Al Ptk [ 3080

Hume

Torhs

T e 8 q

The e Gl TN A r-mer.. &

@@ =
catian paradigm in which evarything is expacied ta be inlerconneciad

Tha Inteenat af Things (o), mora than a burzaword, is becaming a
reality, and is finding its way into tha indusiial comain, anabling what
5 naw dubbed a5 tha Indusiry 40, Among saveral standards that
help in anabing Industry 4.0, the [EEE 202.15.4e standard addraszas
requiremertls such as increased rabustnass and miablity. Althaugh the
standard seams pramising, tha fachnalagy i stil immatura and mthar
unpecyan, Also, thers has been ne thorough survay of tha standard
wilh emphiask on the understanding of the parfemance improvemant
n regards I the legacy profoccl EEE 802154, In this suney, we aim
atfiling this gap by camying oui & pariomancs analysis and harough
discuszions af the main featuras ard anhancamants of [EEE 812,15 4a

Wa aso pravida a literature survay ancerning the alraady propesed
add-ons and available toals. We believe this week will help o idently the
merils of IEEE 802.15.de and 1o conlribule lowards 4 Faster adeplion of
this teehnelegy as a supacrting commuricaion infrasiruches far e
redusirial scenarias,

Inedeee Terms—IEEE BO2.15.4e, Wiralass Sensor Networks, survey

1 INTRODUCTION

Every century had a dawn and rule of a technology. Nowa
days, we are witnessing an unprecedented ubiquity of mo-
bile smart devices, fueled by the glzantic advancements In
the fields of miceelectronics, information and communica-
st bechnologies, which have effectively shaped husman life

in several aspects,

B 4ad

the communication requirements of these tme critical pro-
cesses dertiand impeoved Quality of Service (Qo8) in berms of
seliability, limeliness and robustness [4]. These inceeasingly
stringent requirements on the communication pratocols
have been traditionally addressed by proposing external
mechanisms and add-ons to the [EEE 802154 [10], (11
Therefore, to address the avergrowing demands of the in-
dustelal domain and emerging CPS sysbems for low-power,
Jow=range, and robust winebess communication, The Justibule
ropics Engiveers Standards Associalion
published the [EEE 802,15 4¢ amendment during
2 [12], aim enhancing and extending the
functinnalities BIZ15.4-2001 protocol [13].

The enhancements consist of several MAC behaviors,
which besides providing deterministic communication are
alze designed to support mulki-channel frequency hopping
mechanism, such as in the cse of the Determinstic and
Synchronous Multichannel Extension (DSME) and Time
Shotted  Channel an'pins [TSCH). There are alse other
MAC behaviors like the Low Latency Deterministic Mt
wark {LLON), which uses Time Division Multiple Access
(TOMA] to provide timing guarantees. DSME and TSCH
were recently incorporated into the revised version [EEE
82154 - 2015 [14] which was released m the oud of 2006,

Slpyppptbeliwe thi et skandard o
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I mentioned to you about the MAC behavior and TSCH is one such MAC behavior.
DSME is another MAC behavior. Low latency deterministic network is another

behavior. Please note I had shown that here this is LLDN in a way. This is LLDN in a



way, okay. And what we have shown here is TSCH. This is TSCH. Great. So all these
things are there and DSME is another type of MAC behavior.

And TSCH both of them were incorporated as latest as 2015 and released in 2016.
And essentially, several issues open for investigation including analysis of protocols
under different settings, scheduling of flows in the time frequency domain, delay
bound analysis and so many other related advantages with this system. Alright. So I
will skip the 15.4 part of it because we had primer already.

(Refer Slide Time: 22:42)
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21 |EEE 802.15.4 - The LR-WPAN Standard
To accommodate the Qo needs of industrial communi-
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This is 15.4 e for you. Wireless communication protocols when you talk about it, you
have video voice and data and all this. Essentially you are trading you are trying to
tradeoff between several properties such as throughput latency and energy efficiency

with and radio coverage targeting well-defined application scenarios, right?

See, the wireless sensor networks usually do not impose any requirements of
bandwidth, but they are they require long lifetime. I am sure you appreciate that
sentence because in the sensors world we are always talking about 10 plus years of
lifetime for these systems, okay. Now just an overview to start you up on this.

(Refer Slide Time: 23:34)
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oo PAN-Coordinator has the ility o allocate ditterent
= E chanmels for data transmission, based on the respac-
g | " 3 tive channel quality.
o | oAr CFl I"“'.";;" % + Infarmation Elements (IE) Information Elements
il 15 a concepl aleeady defined in the ovlginal [EEE
el ) ) 1 12154 stantard; however, it his been further ex-
o At | tended in the [EEE 80215.4e with additional func-
— B bl — tionalities. Apart from the header and management
laver based Information Elements used in [EEE
¢ i g _— 2154, unique [E have boon infroduced to sup
g LA T ) S R port the various MAC behaviors, For example the
Information Element for o DSME-enabled nelwok,
reguirements of emerging loT applications, particularly in carries the superivame specification such as the nun-
domain. The TERR 802.154¢ enly provides ber of superframes in  multi-superfr ““i[lw of
leaving the physical channels, time synchronization spec n, L
layers untouched. Akin to its predecessor, the Acknowledgment and chanmel hop specifica-
[EEE 40215 4e sets the encryption algorihm for eyphering tions. The IE of TSCH dogs nat incorparate super-
the data for transemission, but the standard o frames, multisuperfnmes or Group Acknowledg-
any particular authentication policies o b ment specifications bub it careles relevant informa-
540 defines five MAC behaviors, instead tlon such as timeslot length, Hmeslot 1T ar channel
of following a mare conservative “one-size-fits-all” stratecs hspping sequence. e
Hence, il improves ols Qexibality in accommedaling differeal + Low Latency and Low Energy: The I TF 8015 4

And when you go down, you realize that all these are something specific to the 15.4
particularly figure 2 is something very specific to the 15.4 system. The 15.4e for
instance, it provides enhancements and the enhancements are quite significant. In any
case, the generic enhancements are the following.

(Refer Slide Time: 23:56)
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Uation mechanisms. With channel hopping, the chan- tures such as Group Acknowledgment to reduce the
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First one is multichannel access, okay. See the problem with the ZigBee system which
we studied, there is one problem that you only have a single channel for your
complete PAN system that you set up, okay. You have a PAN coordinator and all
nodes identify the PAN coordinator and then they communicate to that PAN

coordinator.



Which means out of the 16 channels which are supported, only one channel you will
be using all the time. That is a very restrictive thing. So therefore, you must find a
way to sort of exploit the remaining channels as well, right? And 15.4e does exactly
this. Exactly this. It does channel hopping and it does channel adaptation mechanisms

so that it can battle interference.

It can battle fading on the wireless channel and provide you very good connectivity.
So you can see already it is moving in the direction of being reliable, okay.

(Refer Slide Time: 25:01)
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Then there is this concept of information elements, which was already there in the
15.4 but not well spoken of, okay. Now the IE is actually part of the MAC frame and
this has been introduced to support the various MAC behaviors. The frame will look
identical, but the MAC behavior will be different. So you have an information

element which says this is 15.4. This is 15.4e TSCH. This is 15.4e LLDN.

This is 15.4 ¢ DSME and so on. So all these things have to be differentiated and
therefore, that information element essentially takes care of that. Now low latency and
low energy are important hallmarks which are suitable for, you need that for the
industrial control systems. The 15.4 e allows devices to operate at a low duty cycle

though. And the synchronization is a very important thing in this system.



That is how you get determinism in the whole thing. So you can think of the whole
MAC as deterministic MAC because there is synchronization.

(Refer Slide Time: 26:25)
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Synchronization is the key here and you can either do, you have a transmitter, you
have a receiver. You either transmit. Whenever there is a Beacon, whenever there is a
Beacon transmission the receiver can adjust its clock okay, exactly aligning to the
transmitter’s clock. Either you can do it with Beacon or you can also do it the other

way, right. You can have, you have one clock here.

This guy will also have his own independent clock. Now the ACK packet which goes
in this direction, unlike this which can be either Beacon or data packet. Here you are
getting only ACK, okay. This is the same node A to B and this is A, B. But this time it
is B to A which is a small ACK packet. Now A can adjust to B’s clock. Either you
adjust B to A’s clock, B to adjust to A or A to adjust to B.

B adjust to A is transmit driven and A adjusting to B is receiver driven, both are
possible. And all these mechanisms are built into the system here.

(Refer Slide Time: 28:22)
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The various enhancements provided by [EEE
are discussed next:

Multichannel Access: Cne of te main disadvan-
tages of the original IERT 80215.4-2011 was the lack
of multichannel access, Multichannel access predor-
inantly helps in mitigating performance degrada-
tion due to the interference in the network, The
legacy standard only supports a single channel foe
communication, nestricting the capability o accom-
maodabe large number of nodes without contention,
aned theretore deteriorating its nebwork p.-rﬁwrm.\nl\',
overall du*l.\_\: and rhm|||‘|'1]1m. In contrast, some
MAC behaviors of IEEF 8121580, overcome these
limitations by supporting multichannel operation
al layer for some of its MAC be
such as DSME and TSCH. The nodes are
given the capability to access the channel either
through el fiogping mechanisms ar il idap-
At michanizme. With channel bopping, the chan-
el hopping sequence is statically predeterminad in
advance. Conversely, with channel adaptation, the

CN A ]

perindically sampled for incoming transmissions at
low duty cyeles. The recelving and the transmit-
ting deviees coordinate with each other o raduce
the overall Wansmitting overhead; Recelver Tnitinfed
Trinsmissions {RIT) mechanisms are used for latency-
tolerant applications (i.e. tolerating latency of more
than 10 seconds). The RIT mode supports .|p|\'.ic.1-
tions which ron on low duty cvcles and low taffic
load. It Is also applicable for reglons Lke Japan,
where censecutive radie transmissions Is limited by
tational regulations.

» Multi-purpuse Frames: The frame formats of all
the MAC behaviors in IEEEF 802.154¢ are hased
mn peculiar teatures of each MAC hehavior and ifs
targeted application. The [SME MAC behavior for
tnslanee, suppoils applications where detetminism
and scalability are fundarmental. The MAC frame
forinat of DSME thus supparts guaranteed Hmeslots
with multi-channel capability. [t also can provide fua-
bures such as Group Acknowhecgment b reduce the
overall delay tor several GT5 based transmissions,
The LLDN MAC behavior supports applications that

a2

Then there is the third one, which is multi-purpose frames. Basically the advantage
here is the frame formats of all MAC behaviors are based on the peculiar features of
this MAC behavior and its targeted applications. So it is another important feature.
You are not just configuring one type of frame, but you will be able to embed

different MAC behaviors into that frame itself.

Essentially, the IE is doing that right? So it is giving you that feature. And essentially,
that is what is mentioned here.
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require very high reliability. The frame format of
LLDN, thesefioee provides provisions for felransiis-
sion of frames using separate uplink timeslots and
Group Acknowledgment (G-ACK) to acknowledge
sovieral frames using a single ACK frame, thus main-
taining low latency and high reliakility in a natwark

+ Enhanced Teacons: Enhanced Beacon (EB) i a e
vision of the standard beacon format that is used in
[EEE 802 15.4-2011 networks, 1t provides greater fex-
Ibility and it is wsed to provide application-speciiic
beacon conbent o the DSME and TSCH MAC behay-
iors, An BB can be difterentiated from the legacy bea-
can by the frame version information issued by the
AN coordinator. EB carries information on whether
TSCH/DEME and Low Energy (LE) are enabled and
information aboul the respective channel hopping
SUBNCES.

+ MAC Performance Mebrics: The IEEE 802.15.4e
amendment supports a fredback to the upper layers
an the nebwork performance via "MAC pesfornnce
mitrics”, These metrics provide informa
link performance (quality of the channel), which
may help the network Laver to take efficient routing

m on the

'l

knowledgment data. This can prolang the waiting for
an allesnative GACK 1o be issued in a new Limeslol,

3 Time crRITICAL MAC BEHAVIORS

In this saction, we provide an averview of the time-crifical
MAC behaviors defined in [EEE 802.15.4e standard, The
IEEE 802,150 provides five different MAC buhaviors: Ra-
die Frequency [dentification (RFID), Asvnehronous Mull
Channel Adaptation (AMCA), Deterministic Svnehronous
Multichannel Fxtension (DSME], |ow I.sk'nr_\- and Deter.
inistic Wetworks (LLIN) and Time Synchronous Channel
Hopping (TSCLI).

We start with an overview of the two non real-time MAC
behavicrs namely the RFID and ACMA, before deseribing
detail the time critical MAC behavio atis, [15ME, TSCH,
and LLIIN, which ane the focus uf this paper.

3.1 Brief overview of RFID and AMCA

RFID [20] i v of the most popular technelogies wsed for
Incation tracking and ‘item and prople” identification. KFITY
infegration with wincless sensor networks have been used

Of course, the IE contains which MAC behavior is there. So it is easy for receivers to

know what is the way the transmitter is actually thinking. Apart from that the



Enhanced Beacon is an important thing. We had Beacons in the 15.4 world. Here we
have Enhanced Beacon. And this EB carries information about whether it is time

synchronized channel hopping and low energy are enabled.

And information about the respective channel hopping sequences. All that is held in
the EB part of the Beacon. So it is just not the old Beacon we knew in the 15.4 but it
is indeed the Enhanced Beacon format. Also there is MAC performance metrics

which are supported by just the feedback.

You can basically infer the number of transmitted frames that require one or more
retries for acknowledgement, the number of transmitted frames that did not result in
an acknowledgement during a term called MAC’s frame retries and so on. So lot of
stuff, a lot of interesting enhancements have been done to the basic MAC. So one can

read this article and get into the details.

But I think what is important for you to skip all this section and go directly into the
section related to time synchronized channel hopping.

(Refer Slide Time: 30:25)
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Now it will actually tell you the 15.4e TSCH where can it be applied, okay? We will
get into the details of that, understand that in a little more detail. Let us just look up

the TSCH MAC which I mentioned is a MAC behavior.
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The MAC behavior of interest to us for several industrial applications is the time

synchronized channel hopping MAC which is nothing but 802, so let us put it
technically correct IEEE 802.15.4e-TSCH. You must not forget this because you can
have dash DSME. You can have LLDN so on, right? So we are only worried about the
TSCH implementation. Now as I mentioned to you the main implementation of this

MAC, TSCH MAC is not a straightforward thing.

However, there are two implementations available to you, two implementations
available, okay two implementations are there. One is under OpenWSN. This is again
from Berkeley, UC Berkeley. UC Berkeley has this. And the other one is on Contiki,
Contiki OS. And both of them have the support for this 15.4e. But before we get into
the detail of that I think what is important is to know a little more about the protocol

itself, okay.

So let me show you what exactly TSCH does in its and how it is able to how the
beauty of this TSCH protocol and its ability to you know provide you some reliable
communication, high reliability, okay. So let me point you to this paper here.

(Refer Slide Time: 32:28)
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4.1 Agpiication Overview

The Time Slotted Channel Hopping (TSCH) MAC behavior
provides very high reliability and time critical assurances.
TSCH i= a suitable candidate for implementing sensor-
actuator networks in oil and gas industries which are
defined as safety critical [33], as the prime concern can
be human and envi tal safety, These industries are
prome b inter feren fiect the functionality of wirehess
devices, TSCH supports the Frequency Hopping mechanism,

which greatly improves the reliability of the nebwork by
effectively mitigating the affects of interference and mulli-
path fading at a considesalle scale.

Time-slotled communication links greatly reduce the
unwanted collisions that can lead bto catastrophic failures.
Data centers monitoring [34] ave alse prone to collisions
because the network has to accommodate dense sensors and
is tightly coupled with high network traffic increasing the
chanees for collision in the network, TSEH can help accom-

mocating a dense netwark, at the same time, maintining
stringent lime comstraints using fived length Hmeslots amd

[ULEANE TORE

This one says that the TSCH protocol is MAC behavior it mentions and it provides
reliability and critical assurances and it says that it can be applied for networks such
as oil and gas industries and so on wherever critical, safety critical applications are of
prime importance and it is frequency hopping and that supports mechanism which

greatly improves the reliability of the system, right?

And okay, when you do frequency hopping, you are not transmitting on just one
frequency as I mentioned earlier, it is able to hop across frequency and there is a
schedule for hopping. Time slotted communication links greatly reduce the unwanted
collisions that can lead to catastrophic failures. What this simply means is if you take

a large frame, this is a large frame, I recall having mentioned this to you already.

But quickly I will write it for you. This is the f the frequency and this is the time and
this is one time slot right, this is one time slot. And it can go on like this. You can
have typically 10 millisecond time slots into any number of time slots you can have.
And then it repeats again from here. It again repeats from here, okay this is a repeat.

And so it can go on like this.

If A is communicating to B here, it is possible in the next time slot it may be
transmitting from here to here, it is possible. That depends on how it hops, right. And

that is a shared understanding between A and B. So this is essentially a slot frame.



This is called a slot frame. And this is called a time slot, this is a 10 millisecond time

slot. You have to be just little bit careful on this name.

The slot frame can be of any size, I restricted the size here. So the slot frame begins
all over again here, okay. And how it hopped from here, this frequency this is f 1. This
is £ 2. This is f 3 let us say. How it hopped from here? So it is f 2. Here it was in if you
take it like this, it is time slot 2, f 2 right? It is 2, 2. This is 1 and this is 2. So 2, 2.

That means it has gone to this. It has now jumped to 1, 2, 3, 4; 4, 3.

That means f 1, f 2, f 3 it is 3. So something like that. So the sequence is 4, f 3 [ will
call it. It can be like this. So this is how it is hopping 4, f 3 and so on. How to hop is a
formula which you can easily understand, but anyway this is the main concept behind
the fact that it is hopping. So A and B have to hop together. Only then they can

continue to communicate and battle the interference problem.

Here this picture also tells you that there is no collision because time slot is perfectly
reserved for a communication between A and B and this can be for different lengths.
Typically it is 10 millisecond. But what is important is to ensure that there is no drift,
this time slot begins exactly here. So you have to ensure that drift is equal to
practically equal to zero right, which is not possible with given the kind of

components that we are talking of, crystal oscillators and so on.

It is not going to work for you that it will not drift. But that is a challenge. You must
have a way to compensate the drift. First you should evaluate the drift and then
compensate the drift and ensure that systems in fact come exactly the same time for
communication. So that is essentially what you should do. Otherwise industrial

networks where deterministic latencies are required will not work.

So TSCH can accommodate very dense network because you can keep increasing the
size of the slot frame as [ mentioned. And fixed length time slots also can be changed,
right. So if the slot frame changes, everything will change. So that is a good thing.
(Refer Slide Time: 36:55)
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Unlike DSME which has channel diversity mechanisms, the
multichannel communication of TSCH completely relies on
channel hopping. TSCH can utilize 16 dhannels for commu-
nication which are defined by a channel offset, an integer
value ranging from [10-15], In TSCH, the link between two
nodes [s defined by [n, channel offs=t]. This is a pairwise
assigmment of the Ameslor n” whene thee beo nodes com-
muricale and theie respective offsel. The frequency used for
communication can be defined by [

= FLASY + channel OfFfseEi N pannets 14}

In Equation 4, Nepenrer, detine the number of channels
under usage for the
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b improve enengy efficiency or if the channel quality is
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in determining the I|IJ-'|'|;;N‘r of timislots wlapsed sinoe thi:
beginming of the nelwork. The funclion & can be defined as
a lookup table, Also from equation 4, it can be noted that a
different channel (¥, ., ... )can be implemented over for the
wd ASN, (ie) the channe] hop-
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Now come to channel hopping. Now channel hopping is simple expression here. You
can see that the frequency of interest is essentially a function of ASN. This is called
the absolute slot number. Now what is absolute slot number? ASN simply means
when the system was switched on, the coordinator sent out the first slot frame at this

point.

Now if there are many frames that have evolved okay many frames that have evolved,
it will tell you when the initial time was started. So the absolute slot number is giving
you an indication of when the first slot frame started and the time at which the first
time slot started. And you anywhere know the current time, then you exactly know
how many time slots have passed back, right. You know the current time slot. You

know the current time.

And from the current time and from the very first time the first time slot started which
is the absolute slot number you can actually use that with added to the channel offset
and take a modulo of the number of channels. Typically modulo of 16 is taken. I think
they choose 16 channels and you do a modulo of that and you get your corresponding

frequency that you want to settle down to, okay.

So essentially you can see that n, channel offset is what is mentioned here. And I have

also put down almost the same thing. An integer value ranging from 0 to 15 the



channel hopping, so TSCH can utilize 16 channels for communication, which are
defined by a channel offset, an integer value which is ranging from 0 to 15, right?

This is a number essentially.

Channel offset is a number between 0 to 15. The TSCH, in TSCH the link between
two nodes is defined by n, channel offset; n, this is essentially this n this is a pairwise
assignment of timeslot n, where the two nodes communicate and their respective
offsets. So essentially this when I say A to B or in this slot frame and A to B in the

other slot frame and so on, that essentially is the n, channel offset.

This is a pairwise. A and B form a pair. And this is a pairwise assignment of the time
slot n where the two nodes communicate and their respective offset. The frequency
used for communication can be defined by this expression in which f should it go is
defined by this expression, right? So kindly note that this is how the whole system

computes.

And you can see in this channel 4, equation 4, n channels is defined as the number of
channels and typically it is 16. And some channels can be left out for energy
efficiency and all that. So ASN essentially helps in determining the number of time
slots that have elapsed since the beginning of the network. That is pretty

straightforward.

Because the ASN actually contains the start of when the time, first slot frame started.
And you know the current time as I mentioned. A difference of the two will tell you
exactly that. It tells you the number of time slots that have elapsed since the beginning
of the network. The function f can be defined as a lookup table basically and you can

put it up there.

Also from equation 4, it can be noted that a different channel that is n channel can be
implemented over for the same offset for an incremented ASN. The channel hopping

mechanism can be utilized with the different frequency over the same link. In other



words, you can restrict, you can put n channels as any number that you like. But the

whole network should know, that is the key point.

You may want to use only 4, you may want to use all 16 and so on. So that part should
be made extremely clear. So unless you work on this, you may not get a full grip.
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I just wanted to tell you that PAN, the Personal Area Network formation begins by
what is known as an Enhanced Beacon which is entered by the PAN coordinator. The
PAN coordinator is the guy who actually switches on the time when the first slot
frame also started from there. And the Enhanced Beacon contains very useful
information, channel hopping information, time slot information, and initial link

information all of that is held there.

Now what is time information provides a specific time period at which node should
synchronize with the network, okay. And time slot information describes the time
when the data will be transmitted. Lastly, the initial link information gives the time on

when the when to listen to an advertising device and transmit to the same device.

So all of this information is held in the basic Enhanced Beacon part which is issued by

the PAN coordinator, okay. And this EB keeps getting rebroadcasted as the network



starts getting bigger and bigger. The parents essentially will be you know transmitting
the EB.
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Here you also have to note that links are of two types. I mentioned all this already,
there is a shared link and a dedicated link. Essentially, this is a dedicated link. It is
also possible that A, B, C, D whatever may also want to content and use this link in
which case it becomes a shared link. And these shared links obviously are prone to lot

of errors, because of the collisions that seem to happen there.

So I mentioned to you about this is about what TSCH is all about. I want to point you
to the OpenWSN part of the work that has happened on the web. So if you wish to
work on you know 15.4e here is a basic implementation.

(Refer Slide Time: 43:15)
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As mentioned here 15.4e standard defines the MAC and all that it writes. It says time
synchronize channel hopping is there. And then this has been implemented. There is
something called an IETF TSCH, 6TSCH working group, which is talking about how

to have IPv6, running over time synchronized channel hopping.

And then there is the working group called 6LoWPAN, essentially for an IPv6 packet,
how to travel over networks of devices, communicating over 15.4 radios that is
mentioned in 6LoWPAN and so on. And then there is a routing protocol called RPL,

okay, routing over lossy links. There is this protocol called RPL routing protocol.

That is essentially a distributed algorithm which finds the multi hop path connecting
the nodes in the network with a small number of destination nodes. So do look up
OpenWSN to get more information. But do not stop there.
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There is also the Contiki implementation of the 6TSCH. And I see that there is an

IEEE paper it is called TSCH and 6TSCH for Contiki challenges, design and

evaluation. Please see if you can download this paper and read it. In this paper the

apart from the basic background literature that is described, the challenges are

mentioned here.
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And I would like to read out the challenges if you are planning to implement these,

this 6TSCH for any of the industrial networks. First standard is, first challenge is it

should be standards compliance, right to ensure that TSCH and 6TSCH all of them,

they should inter work quite easily. And only then you can actually say that across



vendors it becomes fully compliant and people will be able to use them in a very

effective manner.

Till date there is not any much, there are not many implementations of these, the
15.4e TSCH. So if you want to start, you may still be one of the beginners who would
be implementing it from scratch. Now everything hinges on the fact that the timing
information is an important thing because you are saying no collisions because of

tightly synchronized systems.

Therefore, timing precision is an absolute critical thing, right? So timing precision is a
challenge. And they have to maintain quite a bit of challenge there.
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Portability, that means, if you write that code, it should be supported over, you know
any 16 bit, 32 bit microcontrollers, and so on. So that is an important thing. Efficiency
is also important because energy efficiency, time efficiency is important. And then of
course, interface with upper layers, this is an important requirement. Otherwise, you
cannot write applications which are, you know easy to get ported.
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Now related to time synchronization, I want to point you to this little sentence here,
which is written pretty well. And perhaps, will give you an idea of how tight the
synchronization should be. He writes here in this paper, this paper is as I said, as this
title is 6TSCH, TSCH and 6TSCH for Contiki design challenges. So let me go down

and then look at the challenge related to the time synchronization.

See folks, if you put a crystal oscillator, it is okay, it is very good, it is better than the
internal RC oscillator, we discussed this last time. But clock drift can still be an issue.
If you take a crystal which is 10 ppm range tolerance on the crystal oscillator,
synchronization is become can become an issue as you can see in this example, if you

take 10 ppm, two nodes have a relative drift up to 20 ppm, right?

They need not be matching exactly the same way. One of them may be drifting
exactly at the time when the other one has stopped, you know has finished. So it can
have a maximum of 20 ppm, which can actually lead to desynchronization. There will
be a drift. If you say take 20 ppm, you have a 20 microsecond drift every second,

okay.

And if you assume guard times of about 1100 microseconds, which is essentially the
default, the independent clocks run out of synchronization after 55 seconds. So almost

every minute, you are out of synchronization even if you put a 10 ppm crystal, okay.



So here note that individual drift is 10 ppm, the relative drift between two nodes is 20

ppm. This is an important thing.

And it is written here clearly that it is a relative drift. So it is not going to work folks.
So you need to have extremely tight synchronization between them. Either you do act
based synchronization or you do receiver based synchronization or you do transmit
based synchronization. Moment you receive something from the transmitter, you

synchronize with the transmitter.

Or the transmitter synchronizes after it receives an ACK from the receiver. So it is
either ACK based or it can also be transmission based. You have to make these
decisions before you start using them very effectively, okay. And that is essentially
what is written in this paragraph. This time source thus the delta, time delta

computation upon receiving a unicast and then includes the delta as part of the ACK.

So whenever you are passing the ACK packets and so on, do look at the ways by
which you want to resynchronize the clocks, okay. So do read up this paragraph,
which is interesting. So you can simply compare the reception time against the
expected time and adjust the clock. And in the last case, what you should do is you
the time source does the time delta computation upon receiving a unicast and then

includes the delta as part of the ACK.

And that ACK is essentially another IE as it is called, and it is sent as part of the
information element ACK. Now when receiving the ACK, what does the node do, the
transmitter do? It adjust its internal clock, and that clock may be adjusted towards
backwards with no adverse effect on slot operation as their time deltas are bounded by

one TSCH guard time. So that is a good way to do.

You can build on the adaptive synchronization and do lot of interesting things. That is
another challenge and so on. And you can see that the implementation is quite

exhaustive. Read this paper to tell you more about the requirements for the five



challenges that were described above here and how the system implementation tries to

solve this problem. That is all I have for now folks, thank you very much.



