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  Good morning and welcome dear friends to our module on Scammers and Scintillas in 

Online Spaces.  Online communication has become an integral part of our lives nowadays 

and the advancement  of the internet has opened a free environment which also connects 

billions of users simultaneously.  However this environment is relatively unsecure and 

makes the users potential targets to criminal  exploitation also.  It presents opportunities 

for scammers and scintillas to exploit unsuspecting individuals.   

 

Critics like Klaw have suggested that given the increased use of technology, particularly 

the development in the social media, has exposed the individuals to victimization because 

of their continuous online footsteps.  The anonymity of the internet also allows offenders 

to function outside the jurisdiction  of local law enforcement forces making cybercrime a 

challenging issue and difficult to solve. 

 

  Understanding online scams and scintillas is crucial for protecting ourselves, our 

finances  as well as our personal information. The concept of self-protection in online 



crime prevention has emerged as a critical paradigm shift in response to the different 

nature of online crimes.   

 

When we talk of self-protection against online crime, then we find that it is drastically  

different from traditional offender centered approaches.  Instead of solely focusing on 

identifying and prosecuting potential offenders, this  method prioritizes reducing the 

opportunities for crimes to occur by creating an awareness  the users. And therefore this 

is particularly significant in this digital realm where cyber criminals  often adapt quickly 

to law enforcement measures and exploit different kinds of vulnerabilities  amongst the 

people.  By concentrating on minimizing the chances of victimization through self-

protection measures, individuals and organizations can take a proactive role in enhancing 

their own security.   

Conventional law enforcement agencies often struggle to keep pace with the ever 

evolving  tactics of cyber criminals.  Self-protection strategies empower individuals and 

other entities to mitigate these risks  in a direct fashion.   



 

In the context of online scammers, the law enforcement agencies suggest a more 

proactive stance through self-protection which would be able to significantly reduce the 

impact and frequency of cyber crimes. This approach is especially pertinent now where a 

single weakness of an individual, a single exposed vulnerability can lead to significant 

breaches, data theft, financial losses and other different types of exploitation.   

Online scams have seen a significant increase in recent years causing financial losses and  

emotional distress for countless individuals.  Online scams nowadays have become a 

global phenomena.   

 



It affects individuals, businesses and sometimes governments also worldwide.  The scale 

and complexity of these scams continue to grow, necessitating increased vigilance and 

awareness. In the last two years between 2020 to 2022, it was estimated that individuals 

and businesses worldwide lost 48 billion US dollars due to losses in e-commerce 

activities owing to online payment fraud.  The figure on the right hand side also 

illustrates what have been the most targeted industries.   

As discussed in earlier modules, scammers often employ specific tactics and exhibit 

certain common characteristics that can help us in identifying and avoiding falling victim 

to their schemes.   

 

If we try to identify certain common characteristics of scammers, we find that first of all, 

we have to be aware of their manipulative behavior.  Scammers are skilled manipulators 

who can exploit emotions such as our greed, fear or  urgency in order to elicit a desired 

response. They often also create a sense of urgency or use those tactics which generate a 

high  pressure on individuals so that they are forced to take hasty decisions. They also 

impersonate and create false identities in order to gain trust and credibility of  the people.  

They often pose as authority figures, professionals or even friends and family members 

taking  advantage of the anonymity afforded by the digital mediums.   

 



 

Scammers normally avoid providing a detailed or very precise information about 

themselves, their organizations or their motives.  They use vague and evasive language 

and when asked a question in a precise manner, they  attempt to deflect suspicion and 

maintain an air of mystery as well as superiority in  order to advance their deceptive 

schemes. They also have highly sophisticated communication skills so that they come 

across as friendly,  persuasive and knowledgeable as well as often as authority figures.  

They adapt their language and tone to gain the trust of the possible victim and make  their 

scheme seem more plausible.   

Understanding these traits is essential for recognizing potential scammers and protecting 

ourselves from their deceptive practices.  Understanding the science of a potential scam is 

crucial for preventing financial and personal  protection.   



 

When we talk about the science of a potential scam, we find that they often begin with an  

unsolicited contact without any prior interaction. 

 

  They normally request for personal information posing on behalf of the legitimate 

organizations. We find that legitimate organizations seldom ask on phone or social media 

or internet like emails etc. for sensitive personal information such as social security 

numbers, passwords or the details of the credit cards. On the other hand, we find that the 

potential scammers try to find out these details by gaining the trust of the victim. They 

request for money or financial information. 



 

 

  They often request that money should be immediately transferred through wire on 

prepaid cards claiming emergencies, outstanding debts or promising high financial gains.  

They often try to entice victims with lucrative deals, sweepstakes winnings or investment  

opportunities that sound too good to be true. They also try to create a pressure, a sense of 

emergency on the potential victim in order  to act quickly.  For this purpose, they also use 

time limited offers or threats of consequences to manipulate victims into acting hastily 

without allowing them any time for research or consultation with friends or family.  

There is also a lack of verifiable information. They often provide either very limited or 

inconsistent information about themselves, their organizations or their operations.  They 

want to sweet talk the victim or coerce the victim under a sense of false security and the 

urgency to act immediately.   

Scammers often use social engineering which is a form of psychological manipulation.  It 

is a tactic to manipulate individuals into divulging their sensitive information.  Through 

human interaction, they want to psychologically exploit the vulnerabilities of victims, 

enticing them to share confidential and sensitive information about themselves. 

 



  

 

It consists of malicious activities which are accomplished through human interactions  to 

influence an individual psychologically.  And it aims at manipulating individuals and 

enterprises to share and divulge sensitive  data so that the cyber criminal activity can be 

further perpetuated.   

Employment of various social engineering tactics enables these scammers to exploit 

human susceptibilities  of a person's trust and gain illegal access to sensitive details.  It 

also enables a subsequent crime.  Let us take a look at a video that explains these tactics 

briefly. 

 



 
 

  Has this ever happened to you?  You get a text message claiming your debit card may 

have been used for a fraudulent purchase.  The text is urgent and instructs you to text or 

call a number before more fraudulent charges  are posted to your account.  You want to 

stop someone from stealing from you, so it seems like the smart thing to do,  right?  

Wrong.  Doing what seems like the right thing in this case is the wrong thing.  Why?  

Because you have been targeted by cyber criminals through social engineering. 

 

  Social engineering is a manipulation technique used by cyber criminals.  It's where they 

try to trick you into revealing sensitive information like passwords or credit  card data.  

They may urge you to click on a link or download an attachment or app which will 

spread malware.  They may even try to use you to gain access to restricted systems at 

your workplace.  As with most cyber crime, the purpose of social engineering is to steal 

information or money  from individuals or to sabotage businesses by disrupting or 

corruption data. 

 

  Social engineering is based on human behavior and emotions, how you think and act.  

Let's look at the three traits of a social engineering attack that play on your emotions.  

You are more likely to make an irrational or risky choice when you're feeling emotional.  

For example, you may feel afraid or angry if you get a text claiming someone has used  

your debit card.  You may feel excited or curious if you get an email or a pop-up in your 

browser claiming  you've won something. 

 

  Trait number two, urgency.  Most fraudulent texts and emails are worded to sound 

urgent.  Your action is required immediately or else you may lose out or something 



disastrous could  happen.  Brushing you into a decision overrides your critical thinking 

ability which can lead to  the real disaster.  Trait number three, trust. 

 

  If an email comes from what seems like a trusted source, double check the URL of the 

site.  Other criminals mimic branded websites and logos but closer inspection usually 

reveals  the website name is slightly different or the images are low resolution.  Now that 

you know the traits of a social engineering attack, you can be on your guard when and  

where it happens.  A social engineering attack can target you through your email, text 

message or automated  voice message.  Attacks through websites include DNS spoofing 

which redirects your browser to malicious  websites or scareware. 

 

  Scareware uses false warnings that your computer has been infected in order to scare 

you into  purchasing fraudulent cybersecurity software that contains malware.  In extreme 

cases, an attack can be a physical breach of security at a company.  Criminals may pose 

as employees or vendors or may ask you to hold a door open to a restricted  area while 

they carry something in.  If you suspect you are being targeted with a social engineering 

attack, play it cool  and take a moment to ask yourself these security questions.  Are my 

emotions heightened?  Did this come from a legitimate person or does the email address 

use characters that  mimic others?  Would my friend send this?  Does the website have an 

irregular URL, low resolution photos or contain typos?  Does the offer sound too good to 

be true?  Does the attachment or link name seem odd or vague?  Can this person prove 

their identity?  Be proactive about your privacy and security on your desktop and mobile 

devices. Playing it cool when you get urgent messages and never sharing your sensitive 

information  is a good place to start.  Now that you recognize social engineering, you can 

avoid it.  Protect yourself from social engineering with Kaspersky's products.   

Social engineering capitalizes on three key emotional triggers.  Beyond emotions, 

urgency and trust, often mimicking trusted sources. Staying composed, refraining from 

sharing sensitive data and adopting proactive privacy  measures are vital in defending 

against social engineering.  Let us now take a look at the various kinds of online scams 

that exist.  The first type of scam that we will discuss is online impersonations.  



 

 Online impersonation is a form of digital deception where someone creates a fake online  

profile or account to pretend to be somebody else.  It can be done with different 

malicious intentions such as to spread false information to harass  or defraud people or as 

a prank only for entertainment purposes. The consequences of online impersonation can 

be indeed severe as it can damage the reputation and credibility of the person who is 

unfortunately being impersonated.  It can also lead to financial loss, identity theft and 

emotional distress as far as the victim is concerned.   

Online impersonation can be challenging to detect as the impersonator may often use the  

same name, profile picture and other personal details as the person they are 

impersonating.  Let us now take a look at some common examples of online 

impersonation.   



 

It can be the form of social media impersonation where someone creates a fake social 

media profile using the name and profile picture of somebody else. 

 

  It can be an email impersonation where somebody sends an email using a fake email 

address that appears to be from a legitimate company or organization.  It can also be in 

the form of website impersonation where a fake website is created that looks  like a 

legitimate one such as the site of a bank or any e-commerce firm in order to  trick people 

into entering their personal information and fraud them.  Celebrity impersonation can 

also be there where somebody creates a fake social media  account pretending to be a 

celebrity or a public figure.  The word catfishing is used when someone creates a fake 

online profile using someone  else's pictures and information to deceive others in forming 

a romantic or personal relationship  with them.   

Social media impersonators may use the fake account to harass, to intimidate or to spread  

false information about the person they are impersonating. Social impersonations may 

ask for personal information or prompt the recipient to click  on a link that installs 

malware on their device.  Malware is a common cyber attack as we know.  It is also an 

umbrella term for various malicious programs which are delivered and installed  on end 

user systems and servers.  These attacks are designed and used by cyber criminals to 

obtain data for financial gain.  Malware infects, explores, steals or conducts virtually any 

behaviour the attacker wants. Website impersonation scams may also use the fake sites to 

install malware on the device  of the victim. Also celebrity impersonators may use fake 

celebrity accounts to spread false information or scam people out of money by offering 

fake merchandise or opportunities to meet the celebrity personally.  They can be 

emotionally damaging for the victim when they realise that they have been deceived.  



The second type of online scam that we will be discussing is phishing, a form of digital  

deception where cyber criminals use fraudulent emails, messages or websites to trick 

individuals  into providing personal information such as passwords, credit card 

information, Aadhaar  or PAN number or social security numbers.   

 

Phishing attacks often appear to be from a trustworthy source such as a bank or a known  

social media site or a famous e-commerce website. The attacker may use social 

engineering techniques to create a sense of urgency or fear or a  lucrative offer such as 

claiming that the victim's account has been compromised and  needs immediate action to 

be taken.  Phishing attacks can also include malicious attachments or links that when 

clicked install  malware on the victim's device.   

Let us look at some examples that explains the various kinds of phishing techniques.   



 

Email phishing is very common.  An attacker sends an email that appears to be from a 

legitimate source asking the recipient  to update their personal information or to reset 

their passwords. This also often includes a link directing the victim to a fake website that 

looks legitimate  but is designed to steal their personal information and initiate financial 

frauds.  Spear phishing is known as a targeted form of phishing where the attacker 

searches the  victim and sends a personalized email that appears to be from someone they 

know such  as a colleague or a friend or a family member to gain their trust and trick 

them into providing  sensitive information.   

 



Smishing is a form of phishing that uses SMS messages instead of email to trick victims  

into providing personal information or clicking on a malicious link.  Vishing uses voice 

calls instead of email or text messages to trick victims.  Clone phishing occurs when an 

attacker creates a fake email that looks like a legitimate  email that the victim has already 

received in the past such as an invoice or payment  confirmation and replaces a legitimate 

link or attachment with a malicious one. 

 

  The third type of online scams we will be discussing are the popular romance scams.  

Romance scams involve fraudsters creating fake online profiles and engaging in 

emotional  manipulation to exploit victims' trust and affection for financial gain or also 

for any  other type of physical or emotional exploitation.   

 

In the first method, we find that scammers often target individuals seeking 

companionship, love or emotional support, etc.  They exploit an individual's desire for 

romance and prey on vulnerable individuals including  those who may be lonely, recently 

divorced or widowed, etc.  The proliferation in online dating platforms has also 

encouraged these scammers and romance  scams have become increasingly prevalent on 

these platforms. The scammers often create fake profiles to initiate relationships and 

build emotional  connections with victims.   

Let us take a look at a short video that further explains the concept.   



 

Scammers tries to lure you to a texting app like WhatsApp.  That's when they bring up 

cryptocurrency, convincing victims they've got the inside  track on how to make big 

bucks. 

 

  All you need to do is invest.  Once you make a deposit, your money is gone.  As the 

popularity of cryptocurrency soars, so do reports of scammers stealing money.  The FTC 

is reporting just last year, losses totaled a staggering $139 million, with victims  on 

average losing nearly $10,000.  The big rage when I was a kid was the Nigerian Prince 

scam.  You know, somebody would spend $10,000 to depose the King of Nigeria. 

 

  It's that same line of scam.  A search of the BBB's scam tracker shows one victim lost 

$270,000.  After a scammer they met on a dating app told them to invest in crypto.  So 

what can you do to prevent being ripped off?  Never send money to someone you haven't 

met in person, even if your heart says yes.  Consult a financial advisor, consult family 

members, you should talk to people before  engaging in these types of actions.  If 

someone's asking you for digital currency or crypto and you've never met them in person  

or known them only a short time, this is a huge red flag and you should walk away. 

 



 
 

  Romance scammers employ specific tactics to manipulate victims and gain their trust.  

They may use excessive flattery, attention and affection to quickly establish a deep  

emotional connection with their victims.  Or on the other hand, they can invest time and 

effort in gradually gaining the trust  of the victim and isolate these potential victims from 

their friend and family over  an extended period of time.  They engage in regular 

communication, sharing personal stories and building a sense of intimacy. The first type 

of scam is known as love bombing, whereas the second style is known as long term 

grooming. 



 
 

   Using different and detailed techniques, scammers create elaborate personas using 

stolen photographs and fabricated personal details to create an attractive and believable 

character that appeals to their targets.  Romance scammers often pretend to be someone 

they are not.  They may impersonate those professions which are highly respected in the 

society.  For example, military personnel, professionals or individuals with desirable 

qualities to  enhance their credibility and to manipulate victims.   

Being aware of these tactics can help us in recognizing and avoiding such scams. 

Emotional manipulation is a key element of all types of romance scams.  As scammers 

exploit the emotions of the victims to control their actions for their exploitation.  

 

 



  

By using stories of hardship, difficulties and personal tragedies, these scammers often  

want to exploit the emotions of the targeted victims in order to evoke sympathy and 

compassion.  They also create a sense of emotional dependency by establishing a deep 

connection over a passage  of time with victims.  They actively listen, provide emotional 

support, provide a shoulder to cry on and thus manipulate  the desires of the victims for 

companionship, love and romance. Scammers also often use guilt tactics making victims 

feel obliged to help or support them.  They create scenarios where victims feel 

responsible for the well-being of the scammers or induce  guilt if victims express doubts 

or certain reluctance to provide financial assistance.  Such techniques of emotional 

manipulation allow scammers to maintain control over victims.  By exploiting their 

emotions and deepening the emotional connection, scammers can manipulate  their 

actions and continue to extract money or other types of resources.   



 

Romance scams can have devastating financial and emotional consequences for victims. 

It is crucial to be cautious when developing relationships online, verify the authenticity  

of individuals and refrain from sending money or sharing personal information or 

personal  photographs with individuals you have not actually met in person.   

Finally, investment scams lure individuals with promises of high returns and low risks.  

But in reality, they are schemes designed to defraud unsuspecting victims.   

 



All of us are familiar with Ponzi schemes.  Ponzi schemes promise unusually high returns 

with little or no risk to entice investors. They rely on a constant flux of new investors to 

pay returns to earlier investors and also  they keep on continually recruiting new 

participants to sustain the illusion of profits while the  fraudsters siphon off a portion of 

the invested funds for personal gain.  The warning signs in these Ponzi schemes include 

consistent returns regardless of market conditions,  secretive or unverifiable investment 

strategies and a continuous pressure to recruit new investors.   

 

Similarly, pyramid schemes are also used.  They operate similarly to Ponzi schemes but 

unlike them, rely on participants recruiting  new members to invest.  Participants at the 

top of the pyramid receive money from those below them while those lower down are 

required to recruit more members to continually generate returns. These schemes are 

unsustainable and inevitably collapse leaving the majority of participants with financial 

losses. Warning signs about pyramid schemes include a heavy focus on recruitment, 

promises of  exceptional returns and a hierarchical structure where participants at the top 

benefit at the  expense of those below.  

Both Ponzi and pyramid schemes are illegal and unsustainable. As new investors dry up, 

the schemes collapse leaving the majority of participants with  significant financial 

losses. Victims often face difficulties in recovering their investments as the fraudsters 

typically dissipate funds or hide their assets. 

 



 
 

  In pump and dump schemes, scammers artificially inflate the price of a low value 

investment through falls or misleading information.  Once the price rises, the scammers 

sell their shares causing the price to plummet leaving  other investors with substantial 

losses.  We can refer to the famous book and movie The Wolf of Wall Street in which 

Jordan Belfort  operated a pump and dump scheme through his brokerage firm.  The 

company manipulated stock prices creating a frenzy of buying before selling of their  

shares at inflated price.   

This investment scams often entice individuals with promises of high returns and low risk  

exploiting their desire for financial gain. And therefore, it is important to conduct a 

thorough research and practice due diligence before making any investment decisions.  

More recently, cryptocurrency fraud seems to be on the rise which follows the same 

principles as pyramid schemes.  

 



 

Individuals are manipulated into buying coins that have no real value in fact.  Users 

deploy an unaudited contract that has pre-approvals from the user's address to transfer  

funds to another wallet at any time. There is a multilevel marketing crypto or MLM.  It 

has similar characteristics with a pyramid scheme. There is a rug pull scam also where 

liquidity is pulled out of the market and as a result  users cannot sell the coin. Similarly, 

when a copy of a real website is duplicated for the purpose of capturing users  password 

and private information, it is named as malicious cryptocurrency website scams.   

Additionally, as cryptocurrency uses blockchain for verification and does not run through  

financial institutions, it is harder to recover from theft. It has also been not legally 

allowed in various countries.  Individuals must be wary of investment opportunities that 

promise guaranteed high returns or minimal risks or not supported by any regulated 

financial institution as these claims are often indicators of fraudulent schemes.  They 

should also seek advice from reputable financial professionals to verify the legitimacy  of 

investment opportunities.   

Let us now take a look at some real world case studies to put this information into  

perspective. Our first case study deals with fake online marketplace scam that involves 

fraudsters creating deceptive platforms that may make legitimate online marketplaces.   

 



 

The impersonation of legitimate platforms tricks users into believing that they are  

conducting transactions on reputable platforms. Fraudsters entice buyers with attractive 

deals but once payment is made they never deliver the promised good. They also use 

counterfeit or substandard products falsely claiming that they are genuine or high quality 

items.   

Scammers thus exploit the trust established in online marketplaces to deceive buyers as 

well as sellers.   

 



So how do scammers exploit trust in online marketplaces?  Firstly, they may create fake 

seller profiles with positive ratings and reviews in order  to come across as trustworthy.  

They also create a sense of urgency by offering limited time deals or claiming that only a 

few items are now left. They also manipulate the payment methods and they may request 

payments through untraceable methods such as wire transfers or gift cards to avoid 

accountability and make it difficult for victims to recover their funds.  It also makes it 

difficult for the law enforcement agencies to trace such financial transactions.   

Fake proactive measures when engaging in online transactions can help us in 

safeguarding against fake online marketplaces scams and protect our financial well-

being.  For our second case study, we will look into the Nigerian Prince email scams 

which are  a common form of online fraud.  Scammers impersonate wealthy individuals 

seeking or providing financial assistance. 

  

 

The Nigerian Prince email scams also known as the 419 scams or advance free fraud are 

a type of fraudulent email schemes that originated in Nigeria but have since spread 

globally. The scams typically involve an individual posing as a wealthy Nigerian Prince 

or government officials who promises a large sum of money in exchange for financial 

assistance or personal information. The background of these scams can be traced back to 

the 1980s when Nigeria faced economic challenges and political instability.  Disparate 

for financial opportunities, some individuals turn to fraudulent activities including such 

email scams to financially exploit unsuspecting victims.   



 

The typical Nigerian Prince email scam involves an initial email or letter often poorly 

written and full of grammatical errors which outlines a story of a substantial inheritance 

or a lucrative business opportunity. The scammer requests the assistance from the 

recipient in order to facilitate the transfer of funds or personal information promising a 

significant share of the wealth in return.   

Over the years, these scams have become more sophisticated with scammers using 

various tactics to deceive victims.  They often impersonate legitimate individuals or 

organizations, create fake websites or  use social engineering techniques to gain the trust 

of their targets. The Nigerian Prince email scams have become notorious and have 

affected individuals, businesses and even sometimes some governments worldwide.  

These scams serve as a reminder to exercise caution and skepticism when receiving 

unsolicited emails or request for personal or financial information. 

 

  In conclusion, online scams and swindlers in online communication and spaces pose 

significant risk to individuals' financial and emotional wellbeing, personal information 

and overall  security.   



 

So, it can be said that recognizing the common characters of scammers, red flags to 

watch out for and the manipulation tactics they employ is crucial for protecting oneself 

from falling victim to such fraudulent schemes.  By understanding the tactics used by 

scammers such as emotional manipulation, appeal to  emotions and sentiments and 

impersonation techniques, individuals can enhance their  ability to identify and avoid 

potential scams.  Protecting oneself in online spaces requires a combination of awareness, 

critical thinking  and adherence to best practices.  Additionally, being aware of different 

types of scams empowers individuals to take informed  decisions and take proactive 

measures to protect themselves. 

 

  By staying informed, remaining vigilant and practicing safe online practices, we can 

minimize  our vulnerabilities.  Digital communication as we have seen comes with 

certain dangers, but as they say prevention  is better than cure.  We will discuss some 

other aspects of digital communication in the next module.  Thank you.   


